Copyright in Software – Adv. Naomi Assia

This paper has been written in memory of Adv. Meir Gabay RIP, a dear colleague, and brilliant jurist.

I first encountered Adv. Meir Gabay at the Law, Constitution and Justice Committee of the Israeli Parliament (The Knesset) in July 1988 in the course of Amendment No. 5 of the Copyright Ordinance. The Amendment applied literary work copyright protection to computer programs. Our paths crossed many times thereafter. One such time, when Adv. Gabai was sitting as the chair of ALAI
 (Association Littéraire Et Artistique International) the Israeli society for copyright, presiding over the meetings and discussions on all matters pertaining to creative works and the copyright therein. I had the pleasure and honour of working side by side with Adv. Gabai throughout the years, his legal and personal presence is sorely missed. After his passing, I took over chairmanship of ALAI, a position which I currently hold.
This paper shall provide a bird’s eye review of copyright in software and the legislative and case-law developments in Israel over the years
.

1. General

The field of software in particular, and computer law in general, requires legal definition of certain cardinal phrases used in these areas of law. However, rapid technological development far outpaces the legal and legislative evolution. Therefore, providing accurate and exhaustive definitions turns problematic in light of the pace of technological change.
The various fields of Intellectual Property (IP) which touch directly on the topic of software are: copyright, patent and trademark. In addition, unfair competition and trade secrets can be named as fast developing areas in recent years both in the Western world in general and in Israel. In conjunction, these constitute protection against copying, forgery, imitations, piracy and unauthorised use of the subject matter of the right by any other person or body. At times, the proprietary protection enters the fray also in a relationship between parties under the guise of contractual terms and conditions. However, in contrast with the proprietary rights, the validity of the contractual right is only vis-à-vis the parties to the contract, and not any third party. Thus, for example, when a licensee of software violates the terms of his license, the owner of the copyright is entitled to compensation not only under the contract (breach of contract), but also by virtue of a proprietary cause of action – use in breach of the terms and conditions of a license, or following its revocation, as copyright infringement
.

In addition to the legal protection, the computer and software industry is developing technological means of protecting software from unauthorized use. Means such as encryption, self-jamming, locking etc. However, these processes are insufficient to prevent unauthorised use and dissemination of software. 
Copyright is a right that developed in most countries and legal traditions, the principal purpose of which, was to afford artists protection of their artistic works and to protect the works themselves from abuse. Therefore, copyright protection was singled out for the various forms of artistic creation, such as literary, musical, dramatic, etc.

Concurrently with the rapid evolution of technology and the advancement of the economy, copyright has expanded to protect works of a technological-commercial nature and not only those bearing artistic characteristics. This expansion was affected by an expansion of the term “Artistic Work” to include works such as maps, blueprints, data sheets, computer software and more. – This state of affairs created legal lacunas. These were addressed principally by case law, which sought to adapt the principles of copyright law to the protection of works of a technological-commercial character. 
Over the years it could be seen that the customary approach most appropriate for the protection of software was copyright protection (in certain circumstances patent protection may also be sought). The application of copyright to software granted a monopoly over many components such as the expression as well as the look and feel of the program. Courts all over the world have found case law solutions by way of minimising the area of protection. Concurrently with the tendency to minimize, a fear was raised that copyright afforded a fast track to monopoly rights over software, without the requirements of novelty extant in patent law (in contrast with the requirement of originality in copyright law).
Once the solution of specific legislation for this field was off the agenda, the common protection nowadays, is, in our opinion, the appropriate protection. Namely, copyright protection; which protects the software itself, without requiring it to be part of a process or part of the hardware. This solution is also the solution chosen by the European Union and constitutes the future protection of computer software in the EU (however it is true that under certain conditions a patent for software can also be registered in Europe).

2. Copyright in Israel prior to the enactment of the new 2007 Copyright Act.

Until recently, copyright law applied in Israel was based on English legislation from the times of the British Mandate. That legislation was periodically amended to give affect to Israel’s international treaty obligations, and to address new problems and circumstances which arose from time to time – such as the development of broadcasting, technological developments, etc.
The laws which regulated copyright in Israel were the Copyright Act 1911
 (hereinafter: “The Old Law”) and the Copyright Ordinance 1942
 (hereinafter: “The Ordinance”), which, as noted, derived the basis of their principles mainly from the common law.

At first, protection of computer programs was afforded exclusively by virtue of the Israeli courts’ judgement. It was first held that computer programs were works of literary creation protected under the Copyright Act in the judgement in the case of Apple
 “… there is no longer any doubt that the list of creative works included in the said Act, does not include all the works to which it may be applied, and for which it may be relied on to afford them protection thereunder. This list is not a closed list, and the definitions therein are not exhaustive and constitute examples to which others may be added. We learn this from the word “including” which the legislator choose to put at the top of the definitions in the Act.” In that very same judgment, the Court held that in the matter of computer software: “computer software is the fruit of the mind of its author, who writes it, it is a literary work within the meaning of that term in the Act, fulfilling, as it does, the principal traits and criteria of a literary work, and a computer program, both in source code and in object code – whether it be written and printed on disks or whether it be stored in ROM – is a literary work protected under the Act.
” [Quote from original – n.a.].
Amendment No. 5
 of the Ordinance, dated 26th July 1988, stipulated that computer software was a literary work as defined in the Act. Thus the legislator retroactively ratified the Court’s decision. This Amendment also caused a renewal of the sanction, by settling that a person violating copyright in software could expect up to three years imprisonment and/or a hefty monetary fine.
Later on software was recognised in either source code or object code
.

Though the law recognised the phrases “source code” and “object code” as separate computer languages, the court held that one was a derivative of the other, and as such formed one copyright. The object code was in fact an accurate translation of the source code into a language readable by the computer; i.e., without the object code the source code was of no use. “A computer program has three stages of development: design, characterisation and writing the code. The protection afforded the computer program under the auspices of copyright is not limited to the final software. This protection is granted also to parts of the program which are not expressed in the written code. Also developmental stages which are non-textual – designing and characterising the software – are worthy of copyright protection, though the protection is given to the program complete of all its stages, and not to each stage separately.
” In the case of Asherz, The Supreme Court reiterated the judgement in Akhituv
:
“The program in source code cannot be operated by the computer. It is a condition of its operability that the source code be turned into the object code which the computer can “read” and “execute”. Therefore, these are not separate works afforded separate rights, but rather two facets of the same work. The object code is nothing more than an accurate and complete reflection of the source code and both represent the same computer program… copyright protection is given the computer program both in source code and in object code, but it is not given to each one of the computer languages separately, but rather to the program itself, in each one of these languages.”

3. The Copyright Act 2007-5768 (hereinafter: “The New Act”)

For the purpose of enacting the New Act, a committee of experts was formed in 1988, headed by Adv. Gabay, named: “The Committee for a New Copyright Act”. The Committee presented its conclusions in 1998, and it constitutes an important milestone in the enactment of the New Act. 
Over the years, an expansionary trend can be discerned in the definition of computer software in the setting of copyright laws and judgements. The New Copyright Act also extended the definition of software attempting not to limit the definition for future technological changes and determined that a “Computer Program” was – a computer program in any form in which it is expressed
.

Copyright in a computer program extends to each of the stages of development, as well as to the finished work itself. Copyright in relation to a computer program extends beyond the literal code of the program, and is afforded to the Artwork, Structure and User Input, the Sequence and the Organisation of the program
.

Thus, copyright extends to the final work, the process, the expression, and various types of code, and is not dependent on the medium on which the program is stored
.

Copyright in Israel exists in any original creation of literature, dramatic, musical or artistic work, provided that
:

“(1)
The work was first published in Israel; 

  (2) 
At the time of the work's creation, its author was a citizen of Israel, or his habitual residence was in Israel, regardless of whether the work was published or not.”

This is perhaps the place to note that the New Act almost completely ignores the topic of technological development over the preceding decade, does not afford designated solutions for current issues, such as satisfactory overall answers to the questions of file sharing, online content shops, interactive television, cellular music, internet providers’ liability for copyright violation, digital rights management (DRM), technological defences against copying etc. One may take comfort perhaps from the hope that the courts, who were adept at deriving creative solutions, that were appropriate to the times, from the 1911 Act, shall continue to do so today.
3.1 The Creation of the Right

 “Copyright in a computer program is created when it is written, thus in order for it to exist – it does not require registration on any official register (such as the Register of Patents). However, in many legal proceedings related to software, the owner of the software must prove that he indeed wrote the work and when it was written. It is therefore of cardinal importance to present reliable documentation in relation to these data.”
 Though the US Copyright Register has no binding legal status in Israel, the best way to document these is by registration of the right therein. Registration in the US receives only evidentiary weight in the courts in Israel. The registration is cheep, easy, short and clear, and does not involve a process of examination (like in a patent request)
.
3.2 The Requirement of Originality

The condition for the existence of copyright is simple and minimal: the work must be original, in the sense that it is the fruit of the author’s own creativity. No objective value is required of the work “[T]he work does not have to be the product of expression of any thought or any original invention. All that is required is that the work not be copied from another work, and that it originates from its creator, its author.
” As Dr. Zeligson explains in his book: “… the law does not require even that this expression be new and original, only that the work not be copied from another work and that it be the fruit of its author’s creation.
”

In Kimron v. Shanks, which discusses the existence of copyright in one of the Hidden Scrolls, Justice Dorner held that copyright existed also in a compilation and editing of copied matter, provided it was original. On the other hand, it was held that mere coping, however much effort was invested therein, is not protected by copyright
.

3.3 The Owner of the Right and its Monetization
The author of the work is the first owner of the copyright, and the same rule applies to works created by commission
, the exception to the rule is a work created by an employee
, in which case the employer is the owner of the work created in the course of, and for the purposes of, the employees’ employment (unless agreed otherwise).

The owner of the right has the right to trade in it and to grant license to use the copyright he owns
. In this regard, a differentiation must be made between outright transfer of the right – Assignment, and a permission to use it – grant of License, that is a license to do limited actions (such as use, publish, translate, etc.) where the ownership of the right remains with its original owner. Assigning the right or granting license to use it requires a written document
.
In re Ashrez
, it was held that providing service for software was not part of the copyright, and that users should be afforded the opportunity to receive service also from other bodies. Copyright is a proprietary right and as such is negotiable just like any other proprietary right.

Is a prohibition on parallel import of software products a part of the copyright of the software’s owners? In an action against Microsoft for sending cease and desist letters to end-users of a company which imported its products by way of parallel import
, it was held that since the issue of parallel import was not yet clarified properly in Israeli law, it was inappropriate to instruct customers, even on the advice of lawyers, that parallel import constituted a violation of any right. However, the court refrained from granting the company declaratory relief stating that parallel import was allowed, and that question remained open.

3.4 What Is Copyright?

Ownership of copyright grants a monopoly, to the creator of the work or the owner of the right, for a limited period, to do certain actions, listed in the Act, with the work, or a substantial part of the work
.
1. Reproduction
 – the creation of a copy in any tangible form, including temporary copying
, storing the work in any electronic medium or technological means. Copying may be outright copying (Copy-Paste) or partial copying of the principal parts of the software’s source code. In infringement, reproduction is determined pursuant to its nature as opposed to its quantity.

2. Publication – the right to publish the work prior to its publication.

3. Public Performance
 – displaying the work in public, whether directly or otherwise.

4. Broadcast
 – wire-transmission or wireless transmission of the work to the public.

5. Making the work available to the public
 - the doing of an act in relation to a work that shall enable members of the public to access the work from a place and at time chosen by them. From the New Act’s explanatory remarks, it can be deduced that this right is given exclusively to the owner of the right, every time his work is made available to the public. Meaning, protection shall not be afforded to a person who uploaded the work to the internet after the right owner made it available to the public for the first time. 

6. Creating a derivative work
 - the making of an original work which is substantially based upon another work.

7. Rental
 – for the purposes of rental of a computer program, whether as a physical copy or as an integral part of another object where such other object is the primary object of the rental. 
The Sections which deal with public performance, broadcast and making the work available to the public are an extension of the proprietary-economic right that the owner of the right has in the work. In fact, they provide an answer to the protection of copyright in all matters related to computer software and the access thereto over the internet. Section 26 is the specific section which deals with temporary copying in lawful digital use made of the work over the internet.

3.5 The Moral Right

Intellectual property rights in the work are divided into two categories. The first, the material-economic right. The second is the moral right – a personal, spiritual right by nature. These rights together comprise the copyright. 

The Moral Right is a personal right given to the author for the duration of the period of copyright in the work. Namely, seventy years after the death of the author. The moral right is not transferable in the same way as the copyright is (the material right). However, in certain circumstances, it can be “waived”.
I shall explain in brief that the moral right has two facets. The first is the right of paternity, the right of the author to have his work named after him (to the extent and scope appropriate in the circumstances), the second is that no distortion shall be made of his work, nor mutilation or other modification, or any other derogatory act in relation to the work, where any such act would be prejudicial to his honour or reputation. 

Section 45(a) of the New Act makes an exception of authors of computer software from the protection of a moral right. This is in contrast to the provisions of the Old Act. 

4. Copyright Infringement – Reproduction
The test for infringement for software reproduction is a substantive test, examined in conjunction with all the circumstances. The Supreme Court has held that “… it is possible that a comparison of the percentage of change, from a quantitative perspective, is a certain indication of the extent of the differences between the products, however, that is insufficient. The examination must be substantive, which is also the required difference… this is not a mathematical formula in which the percentage of the difference dictates the outcome. Even if it is proved that the percentage of the existing difference is no more than 15% of the original product, that is insufficient to uphold a claim of reproduction… the process of examination of reproduction is not technical or mechanical. The essence of the examination is substantive, concrete and qualitative… when the centre of gravity and the nucleus of the work, have been copied – the fact that 90% of the remaining work is original bears no significance, the reverse is also true. The mere fact that the products, on their face, seem identical, is insufficient to determine whether we are dealing with a copy.
” As opposed to the substantive test, the quantitative test simply strengthen the evidence of the claimant’s claim of infringement. Moreover, it has been held more than once, that the addition of changes to the infringing work is neither here nor there, on the question of reproduction. Even if the changes have originality
. 
When dealing with works which require special expertise, the court tends to use expert testimony. The expert testimony is not used to determine the criteria to prove reproduction, but rather to arm the court with the tools to determine the similarity between the programs, the changes and adaptation performed in the software. Meaning, the expert is faced with factual questions in his field of expertise. 
One of the most important court rulings with regard to computer software copyright protection is civil appeal 139/89 Harpaz v. Akhituv
. The Supreme Court examined the nature of the right and embraced a comprehensive and broad approach, following the American court ruling in the matter of Whelan
. The Supreme Court held that computer software copyright exits on each and every stage of the software development process (software requirements definition stage, the software design stage, the programming stage) and also with regard to the finished product. The stages of defining the requirements and planning were not held to be mere ideas, but rather the stages in which the majority of the originality and creative effort are invested, and thus formed essential parts of the process of creation. As such, those stages enjoyed the protection of copyright. All the stages together form one complete and protected work. However, the protection is not afforded to each stage of creation separately. It was further held that “In computer software, due to the programing of concealed options, previous stages in the software development can be copied, without being able to detect it visually” 
The Supreme Court accepted the board approach adopted by the United States courts and determined that “Computer Software Copyright extends beyond the software textual code and also applies to the artwork, the structure, the user input, the sequence and the organisation of the software”. Thus, when there is a significant similarity in the organisation, sequence and structure of one software to another, this will be considered as a real, fundamental infringement of the work, even if the audio and visuals of the computer software are different.
In her book
, Dr. Presenti, concludes that “in the event that an idea merges with the expression, no protection will be afforded, however, if the parts may be separated so that the same idea can be expressed in a number of ways, the outcome shall be viewed as an expression of an idea and will be protected.” [Quote from the original – n.a.].

Designed output which is expressed in a program also enjoys copyright protection. In the setting of a petition seeking an interim injunction, the court held
 that forms of invoices developed and designed by the petitioner for the purposes of the developed software, enjoyed the protection of copyright just as the software itself did: “Indeed the form is a result of the needs of the software the petitioner has developed, but such is not to detract from it being a literary work in its own right, independent of the software. The software perhaps dictated the location of the empty spaces in the form, so that data can be entered thereto with the aid of the program, but without the design and wording on the form, those spaces would be meaningless… the form is, therefore, an original literary work for the purposes of the Act.”

In a different judgement
, the question in issue was the similarity between two programs intended to manage effectuation cases, as well as whether the source of the similarity was only one of ideas or whether existed also a similarity in the manner in which they were realised. Justice Levitt reiterated the abovementioned Akhituv judgement and added: “the question of whether one program is similar to the other, is a question of fact. The components of the programs must be compared at each stage of the software’s development, as well as a comparison of the final products. Since a significant part of the stages of development are matters of expertise, the Court is permitted to utilize the aid of an expert opinion on this matter.” The expert appointed determined that one program was rewritten from the other, meaning that the programs were of joined source and characterisation, but the technical writing was different. In his judgement, the judge analysed the reasons for the similarities between the programs, relating to the fact that they were intended for the same target audience, and for identical purposes, dictated by the requirements of the Execution of Judgements Act. The judge held that use was made of certain components at the program design and planning stage that did not emanate from these external requirements, and that a prima facie evidentiary case was made out to the effect that the defendants infringed the plaintiff’s copyright. An interim injunction prohibiting any use of the software was granted. However, the judge allowed the defendants to perform certain changes to the software so that the parts in which there were substantive similarities between the programs were rewritten or erased. 

Providing cracked copies of software for the use of internet surfers constitutes an infringement of copyright to the extent that it was performed otherwise than according to the terms and conditions of the license to use the software. In such cases, it is customary for internet users to employ a “Notice and Removal Procedure”. According to the procedure “the managers of the website bear no liability for wrongs committed by surfers in the forums, if once they have been contacted directly regarding material which is suspected as infringing any rights, they acted to remove it within a reasonable time from being so notified”
. The procedure has yet to receive legal recognition in Israel, by case law or legislation
. However, in the E.L.I.S
 judgement, an exception to the procedure was established in relation to the encouragement of placing infringing links by a site manager. This exception relates directly to the doctrine of Contributory Infringement debated recently in case law.
4.1 Contributory Infringement

In a recent judgement
 the Supreme Court recognised the doctrine of contributory infringement, in a manner that is limited to exceptional instances only. Contributory infringement in relation to copyright, relates to circumstances in which even a person not directly infringing the copyright may be held accountable for it, in light of his conduct and involvement in the circumstances of the case. For the most part these are circumstances in which A facilitates and allows the infringing activities of B, or assists them. Until recently, Israeli law did not recognise contributory infringement and therefore the contributory infringer (A) went scot free, whereas the direct infringer (B) bore the full brunt of punishment. The significance of the recognition of contributory infringement is the expansion of the circle of liability in cases of copyright infringement, and on the other hand, extending the ambit of protection of the author and his work. 
Desiring not to allow an intermediary to provide an incentive to infringe, it was held that “recognition of contributory infringement does not bring about the imposition of liability on the direct infringer, such as the home user who “downloads” a protected work to his personal computer, for his personal needs. Rather, contributory infringement means recognising the responsibility of “other” entities in the chain, that do not use the work for their own needs, and thus there is a lesser interest in protecting them.”
The doctrine of contributory infringement will exists therefore, only in limited circumstances and exceptional cases, in order to minimise as far as possible the harm to users and the public sphere. “… it has been found that in light of the desire to impose contributory liability only in places where such is required for effective enforcement, and from a desire to minimise the harm to the using public, the intermediary shall be liable as a contributory infringer only when he actually and concretely knew of the infringement of copyright in actual fact, and significantly and patently contributed to its performance…” For this, it was held in the case of the Hebrew University
 that the existence of three conditions must be examined, and only when they cumulatively exist, could contributory infringement be recognised. The first condition was the existence in fact of a direct infringement; the second condition the knowledge of the contributory infringer of the direct infringement performed; the third condition, the existence of a significant contribution, apparent and real to the performance of the infringement.” In the judgement in the case of Rotter
 two exceptions to the second condition were stipulated for matters relating to the liability of a site owner for infringing links on a forum running on the site. The first exception was the “Encouragement Exception”, the site owner encouraged the placing of infringing links in the forum. The second exception was the “Unlawful Forum”, a forum dedicated to uploading infringing content. In those cases the site owner could be imputed with knowledge even if by his conduct he did not actively cause the uploading of infringing contents
.
It can be said that the Old Act recognised contributory infringement in a limited way
, and that the New Act contains a similar provision in Sections 49 & 47.
4.2 Reproduction of Computer Software or Creating a Derivative Thereof

Permitting the reproduction of computer software or the creation of a derivative of it, under Section 24 of the New Act, is an attempt to balance the interests of the user who acquires a copy of the software and is interested in gaining the maximum benefit from it without being at the mercy of the manufacturer. And, on the other hand, to protect the economic interests of software manufacturers so that their produce is used appropriately. 
The right enshrined in Section 24 is granted to holders
 of a legal copy of a work. The section embodies a new form of protecting software
. Its purpose is to allow for efficient use of protected software and to facilitate different working methods such as performing decompilation, subject to the provisions in the Act. The section limits the permission in order to protect the legitimate interests of the software copyright owners. The Act permits use of a copy of the protected work for the purposes of maintenance, use, information security, computer system accommodation etc., to the holder of an authorised copy, without the need to receive additional permission from the right owner, except for the event in which the information was passed on to another person for a different purpose from the specified objectives, or was used for the creation of an infringing work.

In light of these, two questions arise. The first, can the introduction of changes designed to use the software, be prohibited in the user license? The second, which is derived from the first, can reverse engineering be performed on the software (performed mainly to adapt the protected software to the user’s needs)?
The first question has yet to be debated in case law. The section does not expressly prohibit stipulations on reverse engineering in the user license. It is therefore reasonable for the software manufacturers to insert a stipulation prohibiting reverse engineering of the software. However, from the language of the section it would seem that such a stipulation will not withstand the test of litigation.
The second question is an interpretive issue which stands on the use for which the action was carried out. The question is directed to the scope of the permission enshrined in Section 24.3(c), under which the holder of an authorised version of the software may execute changes to it, for the purposes of compatibility with other programs. For the most part, in order to carry out such action, there is a need, at the initial stage, to perform reverse engineering of the protected software through decompilation, and after the source code is available, the requisite changes can be performed to it. Therefore, to answer the second question, it appears that we must first answer other questions, for instance, can the owner of an authorised copy of the software change it for the purposes of compatibility, to the extent that he harms the economic interests of the software manufacturer? Whether, as a result of the adaptation of the software the “new” program becomes a derivative work
? And whether the “new” derivative software infringes the copyright of the original program
? Could there be cases in which the courts will be required to balance between the rights of a user to perfect changes and the rights of the software owner to the goodwill he has acquired in it? It would seem that the answer in relation to reverse engineering of the software for the purposes of adapting it to other software, and for these purposes alone, and as a result of this the exposure of other parts of the program, depends upon the circumstances and interpretation.
Answering these questions must be by way of codifying legislation that clearly addresses these lacunas and other similar ones.

By way of background I note that the performance of reverse engineering on computer programs, is permitted under commercial secrecy laws, for the purpose of creating new software. It would be appropriate to consider applying this dispensation also in copyright law. Apart from the fact that this is Fair Use (according to US case law), this information may advance the development of compatible and ancillary software products which would only augment the original software product, and bring about technological and economic progress. Needless to say, that such a determination should be had in the setting of conditions calling to balance the public interest and the interests of the copyright owner. 

4.3 The Exceptions
In addition to the abovementioned, the Act deals with permitted use of the work and other uses which may be done without permission from the copyright owner and without the payment of consideration. Here we should recall Section 24 of the Act, which stipulates that a person who holds an authorised copy of a computer program is entitled to copy it for backup, error correction, and making it compatible with other software or another computer system.
4.3.1 Fair Use


Case law in Israel has adopted, following American law, four considerations for the determination of the fairness of use. These considerations were enacted in the New Act
, amongst which are: The purpose and character of the use, the character of the protected work, the scope of use (three pronged test: qualitative, substantive and quantitative) in relation to the protected work as a whole, the impact of the use on the value of the work and its potential market.

4.3.2 Innocent Infringer

In cases in which copyright has been infringed, but the infringer did not know, or could not have known, that copyright exists in the work, he will not be liable to make payment of compensation owing to the infringement. The test of knowledge is as of the time of the infringement. 

4.3.3 Educational Establishments

Section 29 of the Act deals with permitted use at educational establishments. Often a teacher, in the course of his teaching and for the purposes of teaching, is required to copy a segment of a work, or a complete work, or to prepare copies of it to distribute amongst the students during class, at time also for the purposes of examination. This section prescribes permitted action that does not require the consent of the copyright owners. A similar section is Section 17(b) which provides that renting a work to a public library or educational establishment does not constitute renting for commercial purposes
. As such, it is exempted from the proprietary-economic rights afforded a copyright owner. 
5. Remedies and Relief
5.1 Civil Wrong

Section 52 of the New Act provides that copyright infringement is a tort, to which the provision of the Civil Wrongs (Torts) Ordinance shall apply. The proprietary nature of copyright is not detracted from in any way by reference to the Civil Wrongs Ordinance, which stipulates that any person injured or damaged is entitled to a remedy from the wrongdoer or the person responsible for the wrong
.
The right owner has two possible compensatory paths aside from temporary relief, the parallel intellectual property laws, contract law, commercial wrongs and unjust enrichment. The first, under Section 54 of the New Act which refers to the Civil Wrongs Ordinance. The second, an avenue under Section 56 of the New Act which provides a path without a requirement to prove damages. This latter section allows the courts to order compensation of up to 100,000 NIS for any infringement without proof of damage. The court is entitled to consider, inter alia, the scope of the infringement, the duration which the infringement took place, its severity, the actual injury caused to the claimant, the profit accrued to the infringer as a result of the infringement, the character of the defendant’s activities, the nature of the relationship between the plaintiff and defendant and the defendant’s bona fides. For the purposes of Section 56 infringements carried out as part of a one set of activities shall be deemed as a single infringement. 
In judgements
 which predated the Act it was held that reproducing one program entitles the plaintiff to one compensation, without regard to the number of copies made of that program. However, the number of copies and the motive for making them were considerations in determining the extent of the compensation. It was further held that reproducing a number of discs which together form one program, constitutes a single act of copyright infringement.

In contrast to the Copyright Ordinance (that set statutory damages including a minimum of 10,000 NIS and a maximum of 20,000 NIS) the New Act does not set a minimum figure of compensation or in other words, the New Act set a new minimum of 0 NIS (zero) and a maximum limit of 100,000 NIS for compensation; therefore, theoretically, an absurd situation could come about where the courts determine that an infringement of copyright took place, but refrains from ruling statutory compensation for the reasons laid out in the section. 

From a point of view of computer law, this section creates difficulty for the software industry, in calculating damages. Today the Act (in light of case law) relates to the infringement of a work as a single infringement and does not take into account the number of infringing copies created as a result. Thus, the courts may rule that unauthorised copying of software on some 100 computers inside an organisation is a single infringement, for the purposes of calculating statutory damages without proof of damage. This is an absurd situation that can naturally cause the software manufacturers significant economic injury. However, in the setting of actions and particular circumstances it is possible that the court rules that each one of the illegal copying creates an independent cause of action.
5.2 Temporary Relief
The court authorised to grant injunctions in the field of copyright is the District Court. However, if the action is solely for compensation, it can be filed with the Magistrate’s Court in accordance with the sum claimed. 
5.2.1 Injunctions

Injunctions, like other temporary relief, seek to assist the exercise of the substantive rights protected by the Act and preserving the personal and proprietary interests of the right owner. The court is entitled, in its discretion, to issue a mandamus or an injunction, and to apply them both to the person directly sued, and to those related to him businesswise. The interim injunction has the ability to determine the outcome. An injunction prohibiting the distribution of software until final judgement is issued (usually handed down a number of years after the action is filed) in actual fact determines the commercial fate of the software which is the subject matter of the action. An injunction prohibiting the copying and/or distribution of a computer program following a claim of copyright infringement is granted nowadays as a matter of course, especially when dealing with a shop that is selling illegal copies of software. 
In the considerations to grant an injunction, the court shall also consider the length of time the applicant delayed and failed to do everything he could to prevent the infringement and mitigate the damages caused as a result thereof. In such circumstances it would be an injustice to the other party to grant the injunction.

The power of injunctive relief, like that of the other temporary remedies, is all the more forceful since violation thereof carries proceedings under the Contempt of Court Ordinance
. Once Microsoft discovered that the defendant continued to distribute infringing copies of the software, it filed a motion under Section 6 of the Contempt of Court Ordinance. The defendant company claimed that copying the programs and distributing them was done by an employee of the company without its knowledge. However, since this is a strict liability offence, the violation of the order itself by the defendant or anyone acting on its behalf was sufficient to constitute a violation of the injunction against it. Therefore, even though there was no direct evidence of the illegal copying and distribution by the employee and there was no direct evidence of the knowledge of the company’s managers of the violation of the pervious injunction, the company was ordered to pay a fine. 

5.2.2 Anton Piller Orders

In many instances
 the courts grant ex parte, in addition to the temporary injunction, an Anton Piller Order. This Order provides for entry into premises and seizure of the prima facie copyright infringing artefacts, as well as the means used to prepare them (namely, the computers with which the programs were copied). An Anton Piller Order is a creation of English case law given to owners of intellectual property rights, and is of particular efficacy against holders of copied software that fail to destroy or hide the illegal copies of the software in their possession. Despite being a fairly drastic remedy, the District Court has not wavered in granting it, when convincing evidence was presented which made out the prima facie case of copyright infringement.
5.2.3 Appointing a Receiver

An additional remedy against holders and distributors of infringing software copies, is the appointment of a receiver over the allegedly infringing copies. This remedy can also be awarded in addition to granting an interim injunction. Under the appointment, the receiver is authorised to enter premises (in their presence) and to seize any program apparently infringing the plaintiffs’ copyright. The receiver is also authorised to enter the defendant’s premises to inspect whether they are fulfilling the instructions in the injunction
. This remedy is considered a deterrent, and therefore very effective against holders and distributors of infringing copies of software. Subject to Regulation 387E of the Civil Procedure Regulations
 (Search and Seizure of Computers, Computer Material or Printout).
Attention must be had to the fact that the wording of Section 53 grants the relief of an injunction to the person claiming his right, and not only affords this right to the owner of the right. 

5.2.4 Disclosure Order - Duty to Account

Section 57 enables the court to order a defendant in a copyright infringement action to provide an account of the infringement. “The duty to account may be granted at the outset of the proceedings or at any other time the plaintiff requests it”
. The duty to account is not related to the determination of liability, the infringement or the issue of ownership of the copyright.
5.2.5 Intercepting Imports

Section 65 affords the owner of the copyright whose right has been infringed, or for whom there is a reasonable suspicion that it may be infringed, to request the Head of Customs to delay the release of the allegedly infringing goods, and to treat them as goods the import of which is prohibited under the Customs Ordinance. From the section one can learn the manner of serving notice on the Head of Customs as well as the evidence and the details which must be provided. The provisions of the section do not apply to import for personal use.
5.2.6 Destroying Infringing Copies

The remedy of destruction of assets produced in the course of copyright infringement, or which were used to perform it, existed in the Copyright Ordinance only in criminal proceedings. The court was empowered to order the destruction of the assts in the complaint. However, with a mind to not obstructing criminal proceedings being carried out, or that could be conducted in relation to those assets, the person requesting the remedy had to notify the police of his request in order to afford it the opportunity to make its own claims in the matter before the court
.
In the New Act the section was revoked, and in its place the Act leaves the discretion to the court at the conclusion of the trial. At that point the court may order the destruction of infringing copies or the taking of any other action in relation to them, transferring the ownership in them to the plaintiff. This section also applies to an infringing copy in the hands of a party who did not himself infringe the copyright, subject to market overt
. Here also the litigant seeking treatment of the infringing copies is required to notify the Israel Police so that the latter may make its position known to the court
. 

5.3 Private Criminal Complaint
Similarly to the way things were in the past, it is also possible today, aside from all the civil remedies available to the owner of the right who has suffered injury, to file a private criminal complaint with the Magistrate’s Court under Section 68 of the Criminal Procedure Act
. In such proceedings, the complainant conducts the prosecution in stead of the State (unless the Prosecution Service decides to assume the case itself), but all the provisions of the Criminal Procedure Act still apply to the conduct of the case.
It should be noted that since its foundation, a complaint may be filed with the Israel Police Force Unit for Intellectual Property, which handles such matters in stead of filing a private prosecution.

The criminally punishable offences are listed in Section 61 of the New Act:

(a) A person shall not make an infringing copy for the purposes of trading therein.

(b) A person shall not import into Israel an infringing copy of a work for the purposes of trading therein.

(c) A person shall not engage in the selling, letting for hire or distribution of an infringing copy of a work. 

(d) A person shall not sell, let for hire or distribute infringing copies of a work on a commercial scale.

(e) A person shall not possess infringing copies of a work for purposes of trading therein.

(f) A person shall not create or possess an object designed for the making of copies in contravention of subsection (a).
Common to all the offences listed in the section is the commission of infringement for commercial purposes, as contrasted with making a financial profit as a result of the infringing act.

The criminal sanction set down is between one to five years imprisonment, and two to ten times the fine set down in the Penal Code as conditional on the infringing act
. If the offence was committed by a corporation, it is liable to double the fine for that offence. In the past, the owner of the right was entitled to ask the court for an Order to seize assets and enter premises in the course of the criminal trial. Since the legislator saw fit not to insert a similar clause into the New Act, the court derives its authority from the Criminal Procedure Ordinance
.

The owner of the right may file both a civil action and a criminal complaint on account of the infringing act. It is customary to stay the civil proceedings until the conclusion of the criminal ones. However, not in every event will the civil proceedings be stayed until the conclusion of the criminal proceedings.

In the setting of a private criminal complaint
 the Jerusalem Magistrate’s Court issued a search and seizure warrant for infringing products. Justice Zur refused however to authorise counsel for the applicant to execute the warrant, and instructed the police to perform the search and seizure, at odds with the position taken by the Attorney General, pursuant to Sections 23-24 of the Criminal Procedure Ordinance [Arrest and Search][New Version] 1969-5729. This position was also taken by HH Justice Arbel
 in holding that the ease with which copied computer programs may be hidden, necessitates granting a search and seizure warrant ex parte, but the warrant must authorise the police to execute it, not the complainant himself. The wording of the warrant may empower the police to use the aid of an expert on behalf of the complainant.
In the Habib
 verdict the court held that even if the software owner could not point to an express prohibition from copying the program, in the license in relation to the specific software sold to the respondent, the provisions of the law still stand behind it, and it is the owner of the copyright in the software. Therefore, it was held that the infringer infringed the copyright of the owner of the software, when he copied it without his express permission. In the criminal complaint which Microsoft filed in relation to the same infringement, the infringer was acquitted of the charges against him for copyright infringement. Amongst the reasons for his acquittal, was the fact that Microsoft did not present Habib with the license agreements for the versions of the software. As abovementioned, the court that heard the appeal from the Magistrate’s Court, held that the existence of the copyright was not dependent on the license agreement, and that the prohibition on copying the discs and installing the DOS program on the computer did not arise from the license agreement in relation to the software, but from the provisions of the Copyright Ordinance and the Copyright Act. The District Court further held that traders and distributors of the software could not be viewed as end-users, and therefore were not permitted to copy the software in order to back it up and preserve it against wear and tear and overuse. The end-user is the customer who purchases the computer system from the traders and distributors, and he alone is entitled to copy the software for back-up. The District Court ordered Habib to restore to Microsoft the monies he received from it further to the judgement of the court of first instance, and referred the matter back to the lower court for discussion of sentence. It should be noted that since its foundation, a complaint may be filed with the Israel Police Force Unit for Intellectual Property, which handles such matters in stead of filing a private prosecution.

Dr. Ella Rom
 was accused of stealing the doctors’ licensing examinations from the computer of the chairman of the Internship and Licensing Committee and passing them on to the examinees. The court held that the appellants should not be convicted of theft of the forms, since the computer files were copied to a disc belonging to the appellants, and the original stayed on the computer. Thus, the copying did not deprive the owner of the examination in fact, and therefore the elements of theft were not made out. The court held that the definition of theft could not be expanded to include circumstances in which an asset remains in the hands of its owner without anything having been detracted from it. Therefore, they were convicted of the offence of removing a document from custody. 
6. The Battle Against Illegal Use of Software

Software companies in Israel vigorously fight the phenomenon of illegal use of software. Of the most detrimental phenomena to software companies is the purchase of a small number of legal copies of software by organisations and large companies, and illegal use of many number of additional copies of the software. The Israeli Organisation for Software Protection, which is an umbrella organisation of some of the largest software companies in Israel, has acted in order to amend the Copyright Act so that such would undoubtedly be a criminal offence, and the appropriate subject matter for a private criminal complaint. 
One of the most prominent organisations is the BSA – Business Software Alliance
. That body represents the commercial software industry vis-à-vis governments and on international markets. The purpose of the BSA is to create public awareness to software management while protecting copyright, information security on the internet, commerce, e-commerce, and other topics in the field of the internet. The BSA acts against unauthorised use and reproduction of software developed by the members of the organisation in some 100 countries around the globe.

The organisation’s enforcement actions against pirating have led to a significant decrease in the number of software pirating incidents and renewed growth in the legal software market. Additionally, the organisation’s operational program is creating user and governmental habits, for responsible use of software, and their management. Moreover, the closure of websites with pirate content, a decrease in the number of pirate copying of CD’s and a drop in the number of illegal software sold in the marketplace. 
In recent years the BSA has filed several civil lawsuits against companies in Israel for copyright infringement and illegal use of software. Most of these were settled.

One software company which is highly involved in the battle against illegal use of software is Autodesk. In out of court settlements reached in civil actions filed by Autodesk against illegal users
, compensation has been agreed, based on the Copyright Ordinance (Compensation Without Proof of Damages), together with a refund of expenses and purchase of copies of the software at full price, at sums ranging between 100,000 – 150,000 NIS.

In August 1997 a significant breakthrough was achieved in the battle against illegal use of software, when an action was filed against the then current operators of the Internet BBS (Bulletin Board System)
. The action was filed by Autodesk, Microsoft, the BSA and the Israeli Organisation for Software Protection (IOSP), against one of the largest BBS in Israel
. The BBS operator had infringed the rights of many software companies by affording its customers (paying a membership and use fee for the BBS) to download software via modem to their personal computers, without paying the software manufacturers. The plaintiff were awarded an interim injunction and receivership order, which allowed their lawyers, accompanied by computer experts and the police, to enter the company’s premises and to document evidence of software copyright infringement.
In a judgement awarded to Microsoft
, against a reseller company which sold illegal programs to its customers, namely, in violation of the software user’s license, creating a false misrepresentation and unlawfully using Microsoft’s trademarks. The hearing turned on the matter of proof of sale. The legal framework on which Microsoft’s claim was based, was the stipulation of law that a computer program is a “literary work” protected by copyright law. Based on that definition, Microsoft was successful in convincing the court that its rights were indeed infringed. The court held that the defendants were aware that the software marketed was a forgery, and rejected their claim that they purchased the programs in conditions of “market overt”
.

“In any event, even if the defendants were entitled to trade the fake licenses they purchased based on “market overt”, they were not entitled to transfer to others, together with the transfer of the “licenses”, the plaintiff’s copyright in the software, as it would have derived from the licenses were they real. A differentiation must be made between the ownership of a “chattel” which infringes an intellectual property right, and the intellectual property rights embodied in the asset, which cannot be transferred to another when they are infringing intellectual property rights.” 

In a different judgement on the matter of market overt in relation to copyright and the issue of bona fides required for a “market overt” defence, the importance attached to the price for which the asset (a user license) was purchased was the subject matter of the claim “… even if were I of the opinion that market overt applies also to the sale of infringing goods, I doubt if the circumstances of the acquisition of the stickers meets the conditions of Section 34 of the Sale Act. The difference between the price charged for the license by the applicant and the price paid for the stickers must create doubt as to the respondents’ bona fides
…”

According to the BSA report
 for 2011 in relation to the global level of piracy in software products, 57% of computer users worldwide admit to using pirated software. The commercial value of pirated software in Israel alone, is estimated at 192 million dollars per annum and the rate of piracy in Israel remains 31%.
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